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1. Introduction. 

1.1 What means sign a digital document? 
Recent years, application such as banking, stock trading, and sale and purchase of merchandise are 

increasingly using electronic transaction to minimize operation cost and provide enhanced service.1  

Organizations throughout the world invest millions of dollars each year in automating their operations 

and business processes. This led to the increases in the amounts of electronic document that are 

generated, processed and stored in computers and being transmitted over networks. 

As a result, electronic documentation handled in these applications must be protected against 

tampering by malicious third parties (who are neither the sender nor the receiver of the documentation) 

because of its valuable and sensitive. Sometime there is need to prevent the information or items 

related to it (such as information about date/time it was created, sent and received) from tampering by 

the sender and/or receiver.  

Traditionally, paper documents are validated and certified by printed and did physical routing for 

signatures, this call written signatures authenticity. For electronic documents, a similar mechanism is 

necessary. This mechanism routine using a term digital signature (or digital signature scheme) for 

demonstrating the authenticity of a digital message, the process to sign a digital signature into a 

document, send it then verify  we call sign a digital document.  

1.2 Definition of digital signature 
A digital signature, which is nothing by a string of ones and zeroes generated by using a digital signature 

algorithm, serve the purpose of validation and authenticate digital information – such as documents, e-

mail messages, and macros. Digital signature can be used to authenticate the identity of the sender of a 

message or the signer of document, and possibly to ensure that the original content of the message or 

document that has been sent is not altered in transit. 

1.3 Why do we need a digital signature? 
Organizations establish the need to automate their operations and business processes. As a result, 

electronic documentation plays at almost every aspect of the business workflow in industries ranging 

from software distribution, financial transaction and healthcare to government and life sciences. Despite 

this, paper work increases because of a hard copy is printed when a signature authorization is required 

on a document, requiring physical routing for signatures.  

This reintroduction of paper into the workflow increases organization costs, requires additional time, 

and prohibits organization from realizing the true benefits of a fully electronic workflow. 

Research shows that 80% of all business processes rely on forms. And most of these need to be signed 

initiating an expensive “Cost cascade”. And this expenses that can be avoided with a digital signatures 

typically include: 2 

- Printing pages at $0.03 a sheet 

                                                             
1
 http://www.cse.unr.edu/~bebis/CS477/Papers/DigitalSignatures.pdf 

2
 http://www.arx.com/files/DOCUMENTS/Digital-signature-eBook.pdf 

http://www.cse.unr.edu/~bebis/CS477/Papers/DigitalSignatures.pdf
http://www.arx.com/files/DOCUMENTS/Digital-signature-eBook.pdf
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- Routing costs, via fax, mail, couriers and overnight shipping, that range from $0.05 to $42.55 

per deliverable 

- Scanning and archiving costs at about $1.33 per document 

- Loss and reproduction costs of roughly $20.00 for each loss and $40.00 for each reproduction 

indirect costs in delays, lost deals, workflow obstructions, declines in customer or partner 

satisfaction, and just plain wasted time. 

These costs can end up with hundred thousand dollars for company, so it comes up with digital 

signature solutions like an effective way to produce legally enforceable electronic records, closing the 

gap in going fully paperless by eliminating the need to print documents for signing. 

“Digital signatures enable the replacement of slow and expensive paper-based approval processes 

with fast, low-cost, and fully digital ones.”3 

1.4 What can we do with Digital Signature? 
Digital signatures help to establish there following assurances, so that company and organization also 

sender and receiver could find trustworthy in this solution:4 

 Authenticity: The digital signature helps to assure that the signer is who he or she claims to be. 

This is in the most essential case when we need to care about who is the sender, not only just 

look at the “from:” sentence in email, but we must make sure this was from the right person. 

 Integrity: The digital signature helps to assure that the content has not been changed or 

tampered with since it was digitally signed. Today with some software or technic, the third party 

(who do not relate to neither sender nor recipient) can listen the message and also fake a new 

one to receiver with changed in content.  So that is especially needed to check content 

consistency from sender to receiver. 

  Non-repudiation: The digital signature helps to prove to all parties the origin of the signed 

content. “Repudiation” refers to the act of a singer’s denying any association with the signed 

content. Because it is electric signature and being released by computer so we also need a 

difference way to prove this document is signed and being responsible by those who sign it. 

To make these assurances, the content creator must digitally sign the content by using signature that 

satisfies some following criteria. Firstly, the digital signature must be valid, that means this document 

was signed by a valid certificate and not altered since signing. We check by referring to the status of a 

certificate checked against a certificate authority’s database and found to be legitimate, current, and 

not expired or revoked. Secondly, the certificate associated with the digital signature is current (not 

expired) – by check database of certificate. Thirdly, the signing person or organization, known as the 

publisher, is trusted. Which means their certificate is issued by you or Inherit trust from Issuer. Finally, 

the certificate associated with the digital signature is issued to the signing publisher by a reputable 

certificate authority (CA). 

                                                             
3 http://www.arx.com/files/DOCUMENTS/Digital-signature-eBook.pdf 
4
 http://office.microsoft.com/en-us/help/add-or-remove-a-digital-signature-in-office-documents-

HA010099768.aspx 

http://www.arx.com/files/DOCUMENTS/Digital-signature-eBook.pdf
http://office.microsoft.com/en-us/help/add-or-remove-a-digital-signature-in-office-documents-HA010099768.aspx
http://office.microsoft.com/en-us/help/add-or-remove-a-digital-signature-in-office-documents-HA010099768.aspx
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2. How Digital Signatures Works 

 

2.1 Difference between sign and encryption 
When encrypting, we use our partner’s public key to write message and they use their private key to 

read it. When signing, we use our private key to write message's signature, and they use our public key 

to check if it's really us. 

2.2 How It Works (What behind the software) 

Assume Sean was going to send the draft of a contract to his lawyer in another town. He wants to give 

his lawyer the assurance that it was unchanged from what he sent and that it is really from him. 

From Sean’s perspective, the signing operation can be as simple as click of a button. But several things 

are happening with one click: 

5Step 1: Getting a Private and Public Key 

 

 

 

 

 

In order to electronically sign documents with standard digital signatures, Sean needs to obtain a Private 

and Public Key – a one-time setup/operation.  The software will touch a key generation algorithm that 

uniformly at random selects a private key from a set of possible private keys. And it led to output private 

key and a corresponding public key. 

The Private Key, as the name implies, is not shared and is used only by the signer to sign documents. The 

Public Key is openly available and used by those that need to validate the signer’s digital signature. 

Step2: Signing an Electronic Document6 

1. Initiate the signing process – Depending on 

the software used, Sean need to initiate the 

signing process (e.g. click “Add a Digital 

Signature” button on the Office File Tab - 

Permissions)  

  

                                                             
5
 http://www.arx.com/digital-signature/how-it-works 

6
 http://www.arx.com/digital-signature/how-it-works 

Fig 1: Getting a Private and Public Key Fig 1: Getting a Private and Public Key 

Fig 2: Sign Document with MS-Office 2010  Fig 2: Sign Document with MS-Office 2010  

http://www.arx.com/digital-signature/how-it-works
http://www.arx.com/digital-signature/how-it-works
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2. 7Create a digital signature – create a unique 

digital fingerprint of the document 

(document hash) by using a mathematical 

algorithm (such as DSA or RSA-based 

signature schemes like RSA-PSS). Even the 

smallest difference between two documents 

would create a separate digital fingerprint of 

each.  

 

3. Append the signature to the document – the 

hash result and the user’s digital certificate 

(which includes in his public key) are 

combined into a digital signature (by using 

the user’s Private Key to encrypt the 

document hash). The resulting signature is 

unique to both the document and the user. 

Finally, the digital signature is appended to 

the document. 

Sean sends the signed document to his lawyer – we call Alice. She uses Sean’s public key (which is 

included in the signature within the Digital Certificate) to authenticate Sean’s signature and to ensure 

that no changes were made to the signed document after it was signed. 

Alice: 

1. Initiates the validation process – Depending on 

the software used, Alice needs to initiate the 

validation process (e.g., clicking a View 

Signatures option button on the software 

toolbar tab.) 

 

 

 

 

 

 

 

 

  

                                                             
7
 http://www.arx.com/digital-signature/how-it-works 

Figure 3: Sign Process  Figure 3: Sign Process  

Figure 4: Initiates the validation Process Figure 4: Initiates the validation Process 

http://www.arx.com/digital-signature/how-it-works
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8 

2. Decrypts Sean's signature – using Sean’s 

Public Key, Alice decrypts his signature 

and she receives the original document 

(the document fingerprint).   

 

 

 

 

 

3. Compare Sean’s document fingerprint 

with her calculated one – her software 

Alice's software then calculates the 

document hash of the received 

document and compares it with the 

original document hash (from the 

previous step). 

 If they are the same, the signed document has not been altered. 

2.3 The needed of Certificate Authorities (CA) 
Come back to Sean and his lawyer, after compare Sean’s document fingerprint with her calculated one, 

how can Alice know whether Sean is indeed the same person she intends to contacts with, or even that 

it is really Sean? 

Sean needs to be given a certificate by a trusted third party that recognize him and verify that he is 

indeed who he claims to be. And these trusted third parties are called Certificate Authorities (CA). There 

are several Certificate Authorities organizations; they issue certificates to ensure the authenticity of the 

signer.  

To be simple, certificates could be compared to passports, which issued by countries to their citizens for 

world travel. When a traveler arrives at an oversea country, there is no practical way for this country 

check the traveler’s identity. So they should need to trust the passport issuer (with digital signature, 

here is the CA) and use the passport to authenticate its holder in the same way that Alice uses the CA’s 

certificate for authenticating Sean’s identity. 

                                                             
8
 http://www.arx.com/digital-signature/how-it-works 

Figure 5: Verify Process Figure 5: Verify Process 

http://www.arx.com/digital-signature/how-it-works
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3. Step by step sign a document Live Example. 

3.1 Using MS-Office 2010 
A digital signature might visible or invisible (means there is not in the document). We can view a digital 

signature in a signed document 

 

Simply click on it and we can see signature in signatures Tab. 

Sign a document 

In tab File -> click tab Info -> click Protect Document. 

 

 

Choose Add a digital signature 

At first time it might require create your 

signature, but follow the instruction. 

There are 2 options: 

- Sign using Certificate Authorities  

can be using worldwide, other computer 

and recipient can verify your document. 

- Sign using Authorities on this 

computer, so we can and check only our 

computer. 

 

 

Then input perpose and click sign. Our document was signed correctly.  

When we open it again it might have  

 

 

Done. 
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3.2 Using CoSign®9 
CoSign®, which is provied by ARX (Algorithmic Research) is a cost-efficient digital signature solutions for 

industries such as life sciences, healthcare, government, and engineering.  

We can get free trial via link:  https://www.arx.com/Digital-Signatures-trial/registration.php 

Sign a document with CoSign®: 

After installed, simply right click on 

document we want to sign -> choose 

Sign with CoSign 

 

 

 

To add a digital signature, click 

Sign 

 

 

Drag the signature field to the desired location 

We might need to input username and password, 

which we got through registaration process. 

                                                             
9
 http://www.arx.com/cosigndemo/pdf 

Choose signature and 

simply click Sign 

Done. 

 

Choose signature and 

simply click Sign 

Done. 

 

https://www.arx.com/Digital-Signatures-trial/registration.php
http://www.arx.com/cosigndemo/pdf
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4. Answering the question? 

4.1 How to tell if a digital signature is trustworthy10 

 

A valid digital signature is identified by a 

message at the top of the Digital Signature 

Details dialog box, confirming that the digital 

signature is OK 

 

 

 

 

 

 

 

 

 

 

 

CHECKING FOR THE RED X 

A digital signature that presents problems shows 

the image with a red X.  

                                                             
10

 http://office.microsoft.com/en-us/excel-help/how-to-tell-if-a-digital-signature-is-trustworthy-
HA001230875.aspx?CTT=5&origin=HA010099768 

The date for the time stamp — in this 

case, August 7, 2003 — should be 

within the Valid from date range in 

the certificate.  

The date for the time stamp — in this 

case, August 7, 2003 — should be 

within the Valid from date range in 

the certificate.  

http://office.microsoft.com/en-us/excel-help/how-to-tell-if-a-digital-signature-is-trustworthy-HA001230875.aspx?CTT=5&origin=HA010099768
http://office.microsoft.com/en-us/excel-help/how-to-tell-if-a-digital-signature-is-trustworthy-HA001230875.aspx?CTT=5&origin=HA010099768
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4.2 What we should do if there is a problem with a signature? 
 

 

 

 

 

 

Depend on upon situation we can do anything following:11firstly, contact to the source of the signed 

document, let them know there is a problem with the signature. Secondly we better should contact to IT 

administrator in charge of security in organization. Otherwise we can save document in to Trust 

Location to better access if the macro or other active content associated with the document is 

trustworthy. It would be better that lower down our security level. Nevertheless, we can explicitly trust 

the publisher. 

5. Conclusion 
In the preceding pages, we’ve seen evidence for the real business benefits of digital signatures: 

eliminating the costs by reducing paper work, moving documents instantly across office, and help 

provide enhanced services for company. Besides, accelerating workflows and fulfilling the potential of 

our document management system is also the strongest point of digital signature. We also touch the 

clear view about how to sign a real digital document, simply with some clicks.  

Due to digital signature solution’s effectiveness, the increasing of large amounts of electronic document, 

and the need to protect electronic document from maliciously altered. Many traditional and newer 

businesses and applications have recently been carrying out using digital signature solution for ensuring 

authenticity, integrity and for supporting non-repudiation. This technic is not really new, and being use 

really effective in some huge business. And with the economic situation, every organization need to 

optimize their business process, digital signature would have been expected to experience growth and 

widespread use in the coming year. 

 

 

 

 

                                                             
11

 http://office.microsoft.com/en-us/help/add-or-remove-a-digital-signature-in-office-documents-
HA010099768.aspx 

http://office.microsoft.com/en-us/help/add-or-remove-a-digital-signature-in-office-documents-HA010099768.aspx
http://office.microsoft.com/en-us/help/add-or-remove-a-digital-signature-in-office-documents-HA010099768.aspx
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